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Samsung SmartTV Bug Bounty Privacy Notice

Effective Date: September 25, 2020


Samsung Electronics Co., Ltd., along with our affiliates and subsidiaries (collectively, “Samsung”) respect your concerns about privacy. This Samsung SmartTV Bug Bounty Privacy Notice applies to the personal information we collect through the Samsung SmartTV Bug Bounty services (“Bug Bounty”). It does not apply to information collected by other apps, websites or services provided by Samsung. Samsung is the data controller for the processing of personal data.

This Privacy Notice provides information about how Samsung collects, uses and shares your personal information in connection with Bug Bounty. Our Privacy Policy at https://account.samsung.com/membership/pp (“Samsung Privacy Policy”) will also apply to your use of Bug Bounty, and should be read in conjunction with this Privacy Notice. The Samsung Privacy Policy provides additional information about our personal information practices, including how to contact us. In the event any portion of this Privacy Notice conflicts with the Samsung Privacy Policy, the relevant provisions of this Privacy Notice will apply.

WHAT INFORMATION DO WE COLLECT?

Through Bug Bounty, we obtain and maintain information about you in various ways. 

Information You Provide Directly

Bug Bounty collects information from you directly. For example:
• When you submit vulnerability report to secbugbounty@samsung.com, we need your email address to communicate with you.
• When your reward is determined, we need your name, address, phone number, email address, bank name, bank address, bank account number, IBAN account number, Swift account number to transfer reward to you and to verify your identity before transfer.
• When your reward is determined, we need your name and your social network service link (ex. twitter link, blog address etc.) to announce your contribution on Bug Bounty website.

HOW DO WE USE YOUR INFORMATION?

We use the information we collect for the following purposes:

• To communicate with you about more detailed vulnerability information you submit.
• To transfer reward to you and to verify your identity before transfer.
• To register your social network service link (ex. twitter link, blog address etc.) to announce your contribution on Bug Bounty website.

Samsung processes personal information for the purposes described above. Samsung’s legal basis to process personal information includes processing: 
(i) So that we can keep our promises to you, such as providing you with Bug Bounty;
(ii) To comply with the law and legal processes.


HOW LONG DO WE RETAIN YOUR INFORMATION AND WHERE DOES IT GO?

We will not keep your personal data for longer than is necessary for the purpose for which it was collected. This means that information will be destroyed or erased from our systems when it is no longer required. We retain the following types of data about you according to the table below:

	Data type
	Retention period
	Destruction period/process

	Contact Information: Email Address
	(i) Upon user’s request for deletion, or (ii) when there is no more communication needs to you because of termination of issue process
	
Subject to applicable law, deleted immediately upon the expiry of the retention period 

	Banking Information : Name, Address, Phone Number, Email Address, Bank Name, Bank Address, Bank Account Number, IBAN Account Number, Swift Account Number
	Until termination of reward process
	Subject to applicable law, deleted immediately upon the expiry of the retention period

	Hall of Fame Description (ex. twitter link, blog address etc.)
	Upon user’s request for deletion
	Subject to applicable law, deleted immediately upon the expiry of the retention period



Your use of Bug Bounty will involve the transfer, storage, and processing of your personal information to other countries; such countries include, without limitation, countries in the European Economic Area.

UPDATES TO THIS PRIVACY NOTICE

This Privacy Notice may be updated periodically to reflect changes in our personal information practices with respect to Bug Bounty or changes in the applicable law. We will indicate at the top of this Privacy Notice when it was most recently updated.



Samsung SmartTV Bug Bounty Disclosure Policy

[bookmark: _GoBack]Effective Date: September 25, 2020


RESPONSIBLE DISCLOSURE

All applicants should ensure that they understand and accept the responsible disclosure policy:

• Allow the Samsung Security Team the required time to revert before making any public disclosure of the research result.
• Do not violate any privacy laws, destroy data or interrupt Samsung services during research.

